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Smart Contracts: Code That Controls 
Real Money
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▪ Blockchain powers critical 
sectors: 
- finance, 
- healthcare,
- identity, … 

▪ State Machine Replication 
ensures same state.

▪ Determinism is non-
negotiable: divergence = 
lost funds or broken logic.



Project Context —Safe and Fast 
Smart Contract Execution
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▪ Droplet: compiler for WASM
smart contracts

▪ Drizzle: Runtime for 
parallel, deterministic 
execution

▪ Goal: sandbox memory with 
min sacrifice of performance



Contribution —Symbolic 
Memory Sandboxing
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▪ SymExpr: Canonical memory 
reasoning via symbolic 
expressions

▪ SymbolicState: Track & merge 
state across blocks

▪ Optimized Checks: Hoist, 
deduplicate, and group 
bounds checks

▪ Up to 85% overhead reduction 
on benchmarks



WebAssembly Memory Model —Page-
Based Linear Memory

S
e
m

e
s
te

r 
P

ro
je

c
t 

- 
S

ym
b
o
lic

 L
L
V

M
 M

e
m

o
ry

 S
a
n
d
b
o
x
in

g

X
a
v
ie

r 
O

g
a
y

5

▪ Flat, linear memory: a 
contiguous array of i8 bytes

▪ Grows in units of 64 KiB 
pages (via memory.grow)

▪ Explicit bounds checks 
needed, out-of-bounds = trap

After a memory grow:

Not module vmemory

Part of the WASM module vmemory
End ptrBase ptr

(64KiB) 
1 Page

(128KiB) 
2 Page

Access
within
bound

Illegal
access

Memory accesses needs to be in range [Base ptr ; End ptr]



Phi Nodes —Merging Values at Control 
Flow Joins
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▪ Used in SSA form to merge 
values at CF joins

▪ φ(v_x from BBx, v_y from BBy) 
selects based on incoming 
path

▪ Compile time: must assume 
both values are possible

z may be x or y — check(x,y)



Memory Safety Strategies — From Naive 
to Loop-Aware
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▪ Naive: Check every 
memory access —
easy but slow

▪ Opt2: Group & 
hoist checks 
using loop-aware 
analysis

▪ Opt1: Skip checks 
for addresses 
already validated

▪ Opt3: Shared 
Check at Block 
Entry



SymExpr —Symbolic Memory Algebra
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▪ Instructions as symbolic 
algebra

▪ Canonical & normalized → 
enable equivalence, 
deduplication

Canonicalization Normalization



SymbolicState —Tracking Symbolic 
Semantics
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▪ Tracks symbolic memory and 
value info per basic block

▪ Fields: 
-value_exprs, 
-memory_accesses, 
-assumptions, etc…

▪ Propagates across control 
flow with merging

▪ Enables loop-aware memory 
check optimization



Loop-Aware Memory Check Optimization
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▪ Loop detected via dominator
+ back edges

▪ Loop merge → fixed-point

▪ Phi-resolved for accessed 
memory

▪ Pre-loop check: BB guard 
total memory range



Loop-Aware Memory Check Optimization
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For each function:
▪ Build the CFG
▪ Build the Post Dominator 

Tree



Loop-Aware Memory Check Optimization
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For each basic block in 
function:
▪ Build the Symbolic State

▪ Traverses CFG in reverse 
post-order to merge prior 
block info



Loop-Aware Memory Check Optimization
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For each basic block in 
function:
▪ Build the Symbolic State

▪ Traverses CFG in reverse 
post-order to merge prior 
block info



Loop-Aware Memory Check Optimization
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For each basic block in 
function:
▪ Build the Symbolic State

▪ Traverses CFG in reverse 
post-order to merge prior 
block info



Loop detection:

▪ Back edges in CFG: edges 
where target dominates the 
source

▪ Header = target, tail = 
source → defines loop 
boundary

▪ Reachable blocks → forms the 
natural loop body

Loop-Aware Memory Check Optimization
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Use the Dominator 
tree



Loop-Aware Memory Check Optimization
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Fixed point
refinement

Loop refinement:

▪ Fixed-point until state 
stabilizes or hits limit

▪ Detect induction vars and 
step (e.g. i += 1)



Loop-Aware Memory Check Optimization
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Extract 
induction 
related 
access 
pattern

Check block emission:

▪ Detect loop-strided memory 
access patterns

▪ Group accesses by symbolic 
base/stride

▪ Insert pre-loop block with 
range checks per group



Assumption-Based Memory Check 
Elision (Skeleton)
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▪ Track constraints from user 
instructions (e.g. icmp)

▪ Map SymExpr to min/max value 
assumptions

▪ Not evaluated, as not fully 
functionalAccess Range i:  i + 8 ∈ [8, 11]  

Access Range j:  j + 8 ∈ [14, ∞)  
⤷ Proven disjoint

→ no overlap → two check needed*

Other possibility
→ overlap → maybe can be merged
→ subset of other → emit one check larger range
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Symbolic Instrumentation in Droplet 
Improves Execution Performance

▪ Benchmarked 12 kernels under 4 configurations

▪ Naive checks: 1.5× to 10× slowdown

▪ Optimized: up to 85% overhead reduction

▪ Tested under realistic .so batching
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Conclusion —Efficient and Safe Memory 
Sandboxing

▪ WebAssembly smart contracts -> deterministic, want safe 
execution

▪ Runtime sandboxing is too costly for performance-
critical workloads

▪ Our solution: static symbolic memory analysis in 
Droplet

▪ Reduces redundant checks while maintaining spatial 
safety

▪ Achieves significant overhead elimination on complex 
loop-heavy code
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